Detail Matrix of Federal Law and Policy That Parallelsthe | SE Privacy
and Civil Liberties Implementation Guide Process

Background:

Section 1016(d) of the Intelligence Reform and desm Prevention Act of 2004
(IRTPA), as amended, calls for the issuance ofginds to protect privacy and civil
liberties in the development and use of the “infation sharing environment” (ISE).
Section 1 of Executive Order 13388 (“Further Sttbeging the Sharing of Terrorism
Information to Protect Americans”) provides thdt]d' the maximum extent consistent
with applicable law, agencies shall ... give the legjipriority to ... the interchange of
terrorism information among agencies ... [and shalbtect the freedom, information
privacy, and other legal rights of Americans in to@duct of [such] activities ...."
Guidelines for the implementation of these requerta were developed at the
President’s direction by the Attorney General arel@Director of National Intelligence, in
coordination with the heads of executive departsant agencies (agencies) that
possess or use intelligence or terrorism relatexnmation in the ISE. The ISE Privacy
Guidelines were approved by the President anddsBy¢he Program Manager for the
ISE (PM-ISE) on December 4, 2006.

The ISE Privacy Guidelines require agencies totifleapplicable privacy laws,
regulations, policies, and other authorities teedwine whether policies and procedures
are in place for all protected information in ti&El identify gaps, and formulate any
policies or procedures required to fill the gapsany agencies have already completed
the bulk of these activities in the course of coymg with cross-cutting federal laws and
policies.

To assist agencies with leveraging work alreadydaoted in these areas, the ISE Privacy
Guidelines Committee has reviewed five federal autiles with broad applicability to
information sharing by federal agencies and idettifequirements that are similar or
identical to those required by the ISE Privacy @lires. These authorities are:
o The Privacy Act of 1974
o The Privacy Management Report, as required uneeintplementation
guidelines for the Federal Information Security lMgement Act of 2002
(FISMA)
o OMB Memorandum 03-22)MB Guidance for |mplementing the Privacy
Provisions of the E-Government Act of 2002 (September 26, 2003)
o OMB Memorandum 06-1%afeguarding Personally Identifiable Information
(May 22, 2006)
o OMB Memorandum 07-16afeguarding Against and Responding to the Breach
of Personally Identifiable Information (May 22, 2007)

This Matrix is offered to federal agencies partitipg in the ISE as an aid to addressing
the requirements of the ISE Privacy Guideliness Hot intended to be comprehensive,

and most agencies are subject to additional privalated authorities that they may also
leverage in order to develop their ISE privacy potibn plan.
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Table . Comparison of ISE Privacy and Civil Liberties Implementation Guide to

Cross-Cutting Federal Agency Requirements

STAGE |
ISE Privacy and
swep | [ mfg’l'('an';':netgifosn Privacy Act FISMA PMR | OMB M-03-22 OMS_?)"7_016615'
Guide
Consider:
Results of the
review of privacy
policies and
processes
Consider: S conducted by the
Rules of conduct for Consider: . agency’s Senior
persons involved in the FISMA Section Official for Privacy
design, development D requirement and corrective
operati'on or ' tha'_[ agencies actions, required
maintena}lce of any maintain a by OMé
Identify any . written process
applicable laws, system O.f records or in for determining Memora_ln_dum 06-
. maintaining any record 15. Policies
Executive Orders, : whether a PIA .
policies, and (as required to be is needed and required to pe
procedures that promulgated per conducting a dr?‘fted relating
apply to protected Section 55.2"’.1(6)(9))' PIA. privacy _breach
! 2of6 information that the Ru[e; prowdmg fo.r FISMA Section notlflcgtlon, .
agency will make individual notification, D requirement including reviews
available or access SPC?SS’ redres_s ' that agencies of general_ privacy .
through the ISE (ISE ISclosure, review, and maintain a _an(_j security p(_)llcy,
: - fees (as required to be : incident reporting
Privacy Guidelines, written process N
Section 2 (a and b)). promulgated per for determining and handling;
Section 552a(f)(1) continued external breach
through (f)(5)). . notification; and the
Computer Matching cqmphance responsibilities of
Agreements executed with sta_ted individuals
pursuant to Section We_b_pnvacy authorized to
552a(0). policies. access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
Consider: Consider:
Consider including Any rule_s promulgated Results of the
terrorism-related to permit exemptions for review of privacy
information sharing certain systems to the policies and
practices that may "no disclosure without processes
be more informal. as consent"” rule, notably conducted by.the
1 20f 6 well as any ' the law .enforcement aggn.cy’s Semor
proposed terrorism- exemption under. . Official for anvacy
related information 5_53a(b)(7) (permitting anq corrective
sharing plans in disclosure "to another actions, required
documentation agency or to an by OMB
' instrumentality of any Memorandum 06-
governmental 15. Policies
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STAGE |

ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OMS_?)”?_OEG 15,
Guide
jurisdiction within or required to be
under the control of the drafted relating
United States for a civil privacy breach
or criminal law notification,
enforcement activity...." including reviews
See full citation at of general privacy
553a(b)(7)). and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
Consider:
Rules established to Consider:
permit collections of Results of the
information, such as review of privacy
those setting policies for policies and
creating systems of processes
records, which must conducted by the
address the collection of agency's Senior
information, methods by Official for Privacy
which it is collected, and corrective
formal notifications to actions, required
Identify collection !ndividua}ls V.Vhos‘? . by OMB
(acquisition and mformgtlon is sohcned Memora.m.dum 06-
access) laws regarding authonty_and 15. I_30I|C|es
1 20f 6 / ! purposes of collection, required to be
Executive Orders, I ing th drafted relatin
policies, and controls ensuring the : g
timeliness, relevance, privacy breach
procedures. e
and accuracy of notification,
information, including reviews
establishment of of general privacy
safeguards and security and security policy;
controls, and disclosure incident reporting
practices (5 U.S.C. and handling;
552a(e)). external breach
Documented access notification; and the
procedures for responsibilities of
individuals to request individuals
and review information authorized to
pertaining to them access personally
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STAGE |

ISE Privacy and

step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OMI\EA;_?)/';_Ofé 15,
Guide
according to 5 U.S.C. identifiable
552a(d), (j), and (k). information, all
under OMB
Memorandum
07-16.
Consider:
Results of the
S review of privacy
Identify retention Copglder. . policies and
Policies and practices of
(storage, the agency regardin processes
safeguarding, and gency regarding conducted by the
S2 storage, retrievability, , .
1 20f6 validation) laws, access controls agency’s Senior
Executive Orders, . ! Official for Privacy
- retention, and disposal .
policies, and and corrective
procedures. g;rzecordj (I‘;’ u.S.C. actions, required
a(e)(4)(E). by OMB
Memorandum 06-
15.
Consider: Consider:
Rules propagated to Results of the
ensure that records are review of privacy
accurate, complete, policies and
timely, and relevant for For each PIA, processes
agency purposes prior agencies must | conducted by the
to disclosure (5 U.S.C. consider why agency’s Senior
552a(e)(6)). the information | Official for Privacy
Identify production Rules propagated to is being and corrective
(disser);ir;ation and ensure that disclosures collected. See | actions, required
ublication) laws of records contained in OMB 03-22, by OMB
1 2 0f 6 Executive Orders' systems of records are Section C.1.a.ii. | Memorandum 06-
olicies. and ' made only pursuant to a Comprehensive | 15. Policies
procedljres written request by or PIAs may required to be
P ' with the prior written therefore reflect | drafted relating
consent of the individual the legal privacy breach
to whom the record authority for the | notification,
pertains, unless information including reviews
disclosure of the record collection. of general privacy
falls under one of the 12 and security policy;
exceptions to the incident reporting
Privacy Act (including and handling;
disclosures related to external breach
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STAGE |

Step

Page
Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-03-22

OMB M-06-15,
M-07-16

the law enforcement
exception at 5 U.S.C.
552a(b)(7).

Rules propagated to
ensure agencies retain
records of disclosures
per 5 U.S.C. 552a(c).

notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.

20f6

Identify use (action
and response taken
upon receipt of such
information) laws,
Executive Orders,
policies, and
procedures.

Consider:

Rules propagated to
ensure that agencies
indicate purpose and
routine use of
information within
systems of records
notices (5 U.S.C.
552a(e)(4)).

For each PIA,
agencies must
describe the
intended use of
the information
being collected.
See OMB 03-
22, Section
C.l.a.iii.

Consider:

Results of the
review of privacy
policies and
processes
conducted by the
agency’s Senior
Official for Privacy
and corrective
actions, required
by OMB
Memorandum 06-
15, including
"procedures and
restrictions on the
use or removal of
personally
identifiable
information beyond
agency premises
or control."
Policies required to
be drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
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STAGE |

Step

Page
Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-03-22

OMB M-06-15,
M-07-16

individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.

20f 6

Identify sharing
(dissemination of
terrorism information
among ISE
participants) laws,
Executive Orders,
policies, and
procedures.

Consider:

Rules propagated to
reflect that requirements
of computer matching
programs do not apply
to matches performed
for foreign
counterintelligence
purposes or to produce
background checks for
security clearances of
Federal personnel or
Federal contractor
personnel (5 U.S.C.
552a(a)(8)(B)(vi)).

For each PIA,
agencies must
describe with
whom the
information will
be shared (e.g.,
another agency
for a specified
programmatic
purpose). See
OMB 03-22,
Section
C.l.a.iv.

Consider:

Results of the
review of privacy
policies and
processes
conducted by the
agency's Senior
Official for Privacy
and corrective
actions, required
by OMB
Memorandum 06-
15. Policies
required to be
drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
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STAGE |

ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OMS_?)”?_OEG 15,
Guide
Consider:
Results of the
review of privacy
policies and
processes
conducted by the
The report agency’s Senior
asks agencies Official for Privacy
to identify a and corrective
Senior Agency actions, required
Official for by OMB
Privacy and Memorandum 06-
Identify Consider: demonstrate 15. Policies
management Rules propagated to through required to be
(oversight and ensure agencies documentation drafted relating
governance of the maintain an appropriate | that the privacy privacy breach
1 20f6 above practices and | Data Integrity Board to official notification,
processes) laws, oversee and coordinate | participates in including reviews
Executive Orders, Computer Matching all agency of general privacy
policies, and Agreements, per information and security policy;
procedures. 552a(u). privacy incident reporting
compliance and handling;
activities (i.e., external breach
privacy policy notification; and the
aswellas IT responsibilities of
information individuals
policy). authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
Consider: Consider:
FISMA Section Results of the
D requirement review of privacy
for agencies to policies and
provide processes
Assess and identify documentation conducted by the
gaps between demonstrating agency's Senior
5 : existing protections corrective Official for Privacy,
of 6 . . . .
and the protections actions including the
identified in the ISE planned, in requirement to
Privacy Guidelines. progress, or "take corrective
completed to action as
remedy appropriate to
identified ensure your
compliance agency has
deficiencies (in adequate
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STAGE |

ISE Privacy and
step | \p29e Inf;!nhfnetgif;n Privacy Act FISMAPMR | OMB M-03-22 OM3_2”7?16615'
Guide
reference to safeguards to
privacy laws prevent the
and intentional or
guidelines). negligent misuse of
or unauthorized
access to
personally
identifiable
information,"
required by OMB
Memorandum 06-
15. Policies
required to be
drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
Determine and
document agency-
wide information
2 30f6 privacy and_ C.IVI|
liberties policies,
procedures,
guidelines, and
practices.
Agencies should
work with affected
agency components
to determine and
2 30f 6 document the
agency'’s privacy
and civil liberties
legal and policy
environment for
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STAGE |

ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OMI\EA;_?)/';_Ofé 15,
Guide
terrorism information
sharing.
Agencies should
review what legal
2 30f6 authorities are
controlling or
relevant.
Consider:
Results of the
review of privacy
policies and
The Act requires processes
agencies to maintain conducted by the
only such information agency'’s Senior
about an individual as is Official for Privacy
relevant and necessary and corrective
to accomplish a actions, required
purpose of the agency by OMB
required to be Memorandum 06-
accomplished by statute 15, including
or by Executive Order of ensuring that
the President; collect "agency
information, to the employees are
greatest extent reminded within the
Agencies should ]E)racticable, Qirectly next 30 da_lys of
review what _ror.n.the subject their spe.c!f.u;
. . individual when responsibilities...
2 30f6 information may or inf i Id result acauiring and
may not be information cou u qw"l g
collected. in adve_rse. using .personally
determinations about an identifiable
individual's rights, information.
benefits, and privileges Policies required to
under federal programs; be drafted relating
and include justification privacy breach
and use of information notification,
collected directly from including reviews
the individual as of general privacy
indicated within and security policy;
individual and federal incident reporting
notice statements, and handling;
unless exempted under external breach
5 U.S.C. 552a(j) or (k) notification; and the
(5 U.S.C. 552a(e)(1-3)). responsibilities of
individuals
authorized to
access personally
identifiable
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STAGE |

ISE Privacy and
Page Civil Liberties . N OMB M-06-15,
Step Number Implementation Privacy Act FISMA PMR OMB M-03-22 M-07-16
Guide
information, all
under OMB
Memorandum 07-
16.
Consider:
The Act requires Results of the
agencies to maintain review of privacy
only such information policies and
about an individual as is processes
relevant and necessary conducted by the
to accomplish a agency's Senior
purpose of the agency Official for Privacy
required to be and corrective
accomplished by statute actions, required
or by Executive Order of by OMB
the President; collect Memorandum 06-
information, to the 15, including
greatest extent ensuring that
practicable, directly "agency
Agencies should from the subject employees are
> 2 review how individual when reminded within the
of 6 . . . .
information can be information could result next 30 days of
collected. in adverse their specific
determinations about an responsibilities...
individual's rights, acquiring and
benefits, and privileges using" personally
under federal programs; identifiable
and include justification information.
and use of information Policies required to
collected directly from be drafted relating
the individual as privacy breach
indicated within notification,
individual and federal including reviews
notice statements, of general privacy
unless exempted under and security policy;
5 U.S.C. 552a(j) or (k). incident reporting
(5 U.S.C. 552a(e)(1-3)). and handling;
external breach
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STAGE |

ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OMI\EA;_?)/';_Ofé 15,
Guide
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
The Privacy Act does
not put restriction on the
parties eligible to
receive a Privacy Act
record. Agencies must,
however, ensure that
information is disclosed L
: Consider:
pursuant to a written Policies required to
request by or with the be drafted relating
prior consent of the rivacy breach
individual to whom the privacy *
. notification,
record pertains, unless : . .
; including reviews
disclosure of the record .
) . of general privacy
_ is made according to and security policy:
Agencies should one of 12 exemptions (5 incident reportin '
review eligible U.S.C. 552a(b)). porting
e 4 and handling;
parties (internal and | Though agencies must
2 30f6 . ; external breach
external) to receive also consider the T
) 4 . . notification; and the
information that is requirements around o
" ) " responsibilities of
collected. matching programs, T
individuals
matches performed for )
foreian authorized to
gn . : access personally
counterintelligence . o
identifiable
purposes or to produce information. all
background checks for '
4 under OMB
security clearances of Memorandum 07-
Federal personnel or
16.
Federal contractor
personnel or matches
for the purposes of
enforcing criminal laws
are exempt from
specific requirements
related to "matching
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STAGE |

ISE Privacy and
step | (A% Inf;!nhfnetgﬁjn Privacy Act FISMA PMR | OMB M-03-22 OMS_E)";_O%E'
Guide
programs" (5 U.S.C.
552a(a)(8)(B)(vi)).
In addition, exemptions
to the Privacy Act may
result in information
being withheld for law
enforcement or
investigative purposes
(5 U.S.C. 552a(j) and
(k).
For each PIA,
agencies must
describe what
opportunities
individuals have
to decline to
provide Consider:
Agencies are required ir_lformation Regults of the
to post a system of (|.e.,_vyhere review of privacy
records notice in the prowdmg . policies and
A . . information is processes
gencies should Federal Register for voluntary) or to | conducted by the
5 . review their information collections consent to a 's Seni
. ) gency’s Senior
transparency subject to thg Privacy particular uses | Official for Privacy
policies. Act. _T_he notlc_e should of the and corrective
detail information about information actions, required
the system of records (5 (other than by OMB
U.S.C. 552a(e)(4))- required or Memorandum 06-
authorized 15.
uses) and how
individuals can
grant consent.
See OMB 03-
22, Section
C.la.v.
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STAGE |

ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OMS_?)”?_OEG 15,
Guide
Consider:
Results of the
review of privacy
policies and
processes
Zg(rer?ggs] Fr;lﬁst conducted by.the
describe what aggn.cy’s Semor
_ opportunities Official for Privacy
Agencies must have individuals have and corrective
specific policies and ) actions, required
; to decline to
procedures in place for rovide by OMB
members of the public !anormation Memorandum 06-
to view and amend (i.e., where 15. Policies
records about them held .ro.\}idin required to be
by the agency (5 U.S.C. !anormat?on is drafted relating
Agencies should 552a (f)(3-5)). voluntary) or to privacy breach
2 30f6 review their redress | Agencies may be consent);o notification,
policies. exempted from particular uses including reviews
providing access to of the of general privacy
records if the records information and security policy;
meet certain law Ir(])ther than incident reporting
enforcement and Eequired or and handling;
investig_ative authorized ext_e_rnal_ breach
exemptions (5 U.S.C. uses) and how notification; and the
552a(j) and (k)). AN responsibilities of
individuals can individuals
grant consent. authorized to
gg escégir?g- access personally
c 1 av identifiable
D information, all
under OMB
Memorandum 07-
16.
Each agency that The report Consider:
maintains a system of asks Results of the
records shall establish respondents to review of privacy
rules of conduct for indicate by policies and
persons involved in the | component processes
Agencies should design_, development, (e.g., bureau, conducFed by_the
review their operation, or agency) agency’s Senior
5 S accountability maintenance of any whether the Official for Privacy
' system of records orin | agency has a and corrective
enforcement, and S o . )
training policies. maintaining any record | training actions, required
and instruct each such program to by OMB
person with respect to ensure that all Memorandum 06-
such rules and the agency 15, including
requirements of this personnel are ensuring that
section, including any generally "agency
other rules and familiar with employees are
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STAGE |

ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OMI\EA;_?)/';_Ofé 15,
Guide
procedures adopted information reminded...of their
pursuant to this section | privacy laws, specific
and the penalties for regulations, responsibilities for
noncompliance and policies safeguarding
(552a(e)(9)). This and personally
requirement extends to | understand the identifiable
contractors as well as ramifications of information and the
other agency inappropriate rules for acquiring
employees (552a(m)). access and and using such
disclosure and, information, as well
in particular, as the penalties for
whether violating these
training for the rules."
following Policies required to
programs were be drafted relating
reviewed in the privacy breach
previous fiscal notification,
year: Section including reviews
M Contracts, of general privacy
Records, and security policy;
Practices, incident reporting
Routine Uses, and handling;
Exemptions, external breach
Matching notification; and the
Programs, responsibilities of
Training individuals
Violations, authorized to
Systems of access personally
Records. identifiable
information, all
under OMB
Memorandum 07-
16.
Consider:
Policies required to
be drafted relating
Work with agency Eg;ﬁgtgﬁa(:h
components to ) ; -
determine agency- including reviews
wide information of generall privacy
5 S . d civil anq security ppllcy;
privacy and civi dent reporting
liberties policies, nct o
procedures, and handling;
guidelines, and extglrnall breach
practices ' notification; and the
' responsibilities of
individuals
authorized to
access personally
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STAGE |

ISE Privacy and
Page Civil Liberties . N OMB M-06-15,
Step Number Implementation Privacy Act FISMA PMR OMB M-03-22 M-07-16
Guide
identifiable
information, all
under OMB
Memorandum 07-
16.
Review whether or
not the Fair
2 30f6 Information
Principles are
employed.
The Privacy Act defines
records as "any item,
collection, or grouping
of information about an
individual that is Pursuant to For each PIA
maintained by an OMB Circular adencies muét
agency, including, but A-130, dgtermine
not limited to, his agencies must
. ) . whether a
. . education, financial conduct
Review which . . . system of
. transactions, medical reviews and X .
records are Privacy . e .| records is being
2 30f6 history, and criminal or | document their
Act versus non- . ) created under
. employment history and | inventory of :
Privacy Act records. . : . the Privacy Act,
that contains his name, | Privacy Act 5U.S.C. 552a
or the identifying System of Seé CSM'B 03- '
number, symbol, or Records 22 Section
other identifying Notices c 1 aLvii
particular assigned to (SORNSs). e
the individual, such as a
finger or voice print or a
photograph” (5 U.S.C.
552a(a)(4)).
. Consider:
The _Prlvacy Act Policies required to
requires each agency be drafted relating
that holds a system of rivacy breach
records to maintain in gotificgtion
Review "minimum its records only such includin réviews
necessary" information about an of energal fivac
information sharing | individual as is relevant 9 privacy .
2 30f6 - and security policy;
policies, procedures, | and necessary to incident renortin
guidelines, and accomplish a purpose and handlig . 9
practices. of the agency required external bregl:h
to be accomplished by notification; and the
statute or by Executive res onsibili'ties of
Order of the President indir\J/iduaIs
(5 U.S.C. 552a(e)(1)). authorized to
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STAGE |

ISE Privacy and
Page Civil Liberties . N OMB M-06-15,
Step Number Implementation Privacy Act FISMA PMR OMB M-03-22 M-07-16
Guide
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
The Privacy Act must
collect information to L
Consider:
the greatest extent Policies required to
practicable directly from be drafted ?elatin
the subject individual rivacy breach 9
when the information ﬁotificgtion
may result in adverse includin réviews
determinations about an of ene?al fivac
individual's rights, ang Securitp 0“3’ _
Review limitations benefits, and privileges incident regoftingy,
on redisclosure under federal programs and handling;
- (5 U.S.C. 552a(e)(2)). ’
2 30f6 policies, procedures, i, : external breach
uidelines, and In addition, agencies notification; and the
gractices ' must ensure that res onsibili’ties of
P ) information is disclosed indir\J/iduaIs
pursuant to a written )
. authorized to
request by or with the access personall
prior consent of the identifiagle y
individual to whom the information. all
record pertains, unless under OMB’
disclosure of the record Memorandum 07-
is made according to 16
one of 12 exemptions (5 '
U.S.C. 552a(b)).
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STAGE |

Step

Page
Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-03-22

OMB M-06-15,
M-07-16

30f6

Review any alerts
as to the reliability of
the information.

Agencies maintaining a
system of records must
"establish procedures
for reviewing a request
from an individual
concerning the
amendment of any
record or information
pertaining to the
individual, for making a
determination on the
request, for an appeal
within the agency of an
initial adverse agency
determination, and for
whatever additional
means may be
necessary for each
individual to be able to
exercise fully his rights
under this section" (5
U.S.C. 552a(f)(4)). In
the event that an
individual, whose record
is maintained by an
agency, requests an
amendment to the
information that they
believe to be
inaccurate, irrelevant,
untimely, or incomplete,
the agency must
promptly make the
correction or inform the
individual of its refusal
to amend the record.
Agencies that fail "to
maintain any record
concerning any
individual with such
accuracy, relevance,
timeliness, and
completeness as is
necessary to assure
fairness in any
determination relating to
the qualifications,
character, rights, or
opportunities of or
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STAGE |

Step

Page
Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-03-22

OMB M-06-15,
M-07-16

benefits to the individual
that may be made on
the basis of such
record, and
consequently a
determination is made
which is adverse to the
individual" are subject
to civil penalties (5
U.S.C. 552a(g)(1)(C)).

30f6

Review policies,
procedures,
guidelines, and
practices around
monitored
disclosure.

Consider:

Results of the
review of privacy
policies and
processes
conducted by the
agency’s Senior
Official for Privacy
and corrective
actions, required
by OMB
Memorandum 06-
15.

Policies required to
be drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
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STAGE |

Step

Page
Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-03-22

OMB M-06-15,
M-07-16

identifiable
information, all
under OMB
Memorandum 07-
16.

30f6

Review information
retention practices.

Agencies must indicate
within their system of
records notices (SORN)
the retention and
disposal policies and
procedures in place for
the information
collection (5 U.S.C.
552a(e)(4)(E)).

Consider:

Results of the
review of privacy
policies and
processes
conducted by the
agency's Senior
Official for Privacy
and corrective
actions, required
by OMB
Memoranda 06-15.
Policies required to
be drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
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STAGE |

Step

Page
Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-03-22

OMB M-06-15,
M-07-16

30f6

Review information
security controls.

Agencies must indicate

within their SORN the
appropriate storage,
retrievability, and
access control

safeguards in place for

the information
collection (5 U.S.C.
552a(e)(4)(E)).

For each PIA,
agencies must
describe how
the information
will be secured
(e.q.,
administrative
and
technological
controls). See
OMB 03-22,
Section
C.1.a.vi.

Consider:

Results of the
review of privacy
policies and
processes
conducted by the
agency’s Senior
Official for Privacy
and corrective
actions, required
by OMB
Memorandum 06-
15, including
ensuring the
agency "has
adequate
safeguards to
prevent the
intentional or
negligent misuse of
or unauthorized
access to
personally
identifiable
information. This
review shall
address all
administrative,
technical, and
physical means
used by your
agency to control
such
information...."
Policies required to
be drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
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identifiable
information, all
under OMB
Memorandum 07-
16.

Assess how
commercial data
(information
obtained from a
commercial source)
is collected or stored
and used.

Assess whether
commercial data
sharing
arrangement
protections are
applied.

Assess whether
commercial data
has assurances on
reliability applied.

Assess whether
commercial data
has sharing alerts
applied.

Assess whether
commercial data
has verification
requirements
applied.
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STAGE |

ISE Privacy and
step | \p29e Inf;!nhfnetgif;n Privacy Act FISMAPMR | OMB M-03-22 OMS_?)”?_OEG 15,
Guide

Agencies must

document

current

documentation Consider:

demonstrating Policies required to

review of be drafted relating
Agencies may find it cqmpliance pri\{a_lcy preach
useful to identify or W'th . _notlflcatlon, .
create a policy mformanon including reviews
manual or privacy laws, of general_ privacy
comprehensive reg_ul_anons and _anql security p(_)llcy;
repository of all qu|C|es, along incident reporting
privacy and civi with dates tr_le and handling;

2 30f6 liberties policies and documentation ext.e.rnall breach
procedures was c_reated. nOtIflcatI.OIfl.; and the
necessary for Consider _ .res.p(.)n3|b|l|t|es of
documenting FISMA Section |nd|V|dyaIs
consistency with the D request for authorized to
ISE Privacy supplymg a access personally
Guidelines compilation of !dentmat_)le

' the agency’s information, all
privacy and under OMB
data protection Memorandum 07-
policies and 16.
procedures to
the agency's
IG.
Consider:
Results of the
review of privacy
policies and
processes
conducted by the
agency’s Senior
Official for Privacy,
Use the “As-Is” state including the
data to compare requirement to

5 A6 what is required by "take corrective
the ISE Privacy action as
Guidelines (the “To- appropriate to
Be” state). ensure your

agency has
adequate
safeguards to
prevent the
intentional or
negligent misuse of
or unauthorized
access to
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STAGE |

Step

Page
Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-03-22

OMB M-06-15,
M-07-16

personally
identifiable
information,”
required by OMB
Memorandum 06-
15. This previous
gap analysis and
corrective action
activity may
address many of
the requirements of
the ISE Privacy
Guidelines.
Policies required to
be drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.

4 0of 6

Identify areas where
no privacy and civil
liberties policy or
procedure exists.

4 0of 6

Identify areas where
privacy and civil
liberties policy or
procedures are not
adhered to.

Agencies must
report whether
they maintain
documentation
demonstrating
review of
compliance
with
information
privacy laws,
regulations,
and policies
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ISE Privacy and
step | (A% Inf;!nhfnetgﬁjn Privacy Act FISMA PMR | OMB M-03-22 OMS_E)";_O%E'
Guide
and provide
the date the
documentation
was created.
Agencies must
report whether
they maintain
documentation
Identify areas where demonstfratlng
privacy and civil review o
liberties policy or cqmphance
policy h
2 40f6 | procedures are with
. information
misunderstood or : |
lack implementation pnvalcy aws,
guidance. regulations,
and policies
and provide
the date the
documentation
was created.
Identify areas where
existing privacy and
civil liberties policy,
procedures, or
2 40f 6 practices are
insufficient to
address the ISE
Privacy Guidelines
requirements.
The report
asks
respondents to
indicate by
component
Identify areas where (e.g., bureau,
training regarding agency)
privacy and civil whether the
liberties policy and agency has a
2 4 of 6 procedures does not training
sufficiently address program to
the ISE Privacy ensure that all
Guidelines agency
requirements. personnel are
generally
familiar with
information
privacy laws,
regulations,
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ISE Privacy and
step | (A% Inf;!nhfnetgﬁjn Privacy Act FISMA PMR | OMB M-03-22 OMS_E)";_O%E'
Guide
and policies
and
understand the
ramifications of
inappropriate
access and
disclosure and,
in particular,
whether
training for the
following
programs was
reviewed in the
previous fiscal
year: Section
M Contracts,
Records,
Practices,
Routine Uses,
Exemptions,
Matching
Programs,
Training
Violations,
Systems of
Records.
Agencies maintaining a
system of records must
"maintain in its records
only such information
about an individual as is
relevant and necessary
to accomplish a
purpose of the agency
required to be
Consider whether accomplished by statute
the agency seeks or by Executive Order of
2 4 0f 6 and retains only the President” (5 U.S.C.
what it is permitted 552a(e)(1)).
to collect and retain. | Agencies must have
procedures in place for
the retention and
disposal of information
collected in a system of
records, and must be
detailed in the system of
records notice (5 U.S.C.
552a(e)(4)). (Note: this
is subject to exemption
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ISE Privacy and
Page Civil Liberties . N OMB M-06-15,
Step Number Implementation Privacy Act FISMA PMR OMB M-03-22 M-07-16
Guide
under section (j) and (k)
of 5 U.S.C. 552a.)
The Privacy Act
requires that each
agency that maintains a
system of records shall
maintain in its records
only such information
Consider whether about an individual as is
2 4 of 6 data is only relevant and necessary
collected lawfully. to accomplish a
purpose of the agency
required to be
accomplished by statute
or by Executive Order of
the President
(552a(e)(1)).
I The Privacy Act
Identify interagency .
: contains numerous
rules that impede ;
! . exemptions from
sharing without X .
rotecting privac compliance for agencies
2 40f 6 protecting p Y involved in counter-
and identify what intell iminal |
urpose each intelligence, criminal law
purpose ez enforcement, and
restriction is
. background
designed to serve. ; L
investigation efforts.
Raise issue of
impeding
interagency rules
2 4of6 with the Privacy
Guidelines
Committee.
Ensure that
information
identified within the
5 A6 ISE and shareq via
ISE processes is
used consistent with
the provisions of
Executive Order
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ISE Privacy and
step | (A% Inf;!nhfnetgﬁjn Privacy Act FISMA PMR | OMB M-03-22 OM3_3”7?16615'
Guide
13388, for the
detection,
prevention,
disruption,
preemption, and
mitigation of the
effects of terrorist
activities against the
territory, people, and
interests of the
United States.
Ensure that all
protected
information in the
3 >0r6 ISE is covered by
applicable privacy
policies.
Document that
existing laws,
Executive Orders,
: = o6 5 policies, and .
procedures are in
compliance with the
ISE Privacy
Guidelines.
Consider:
Results of the
review of privacy
policies and
processes
conducted by the
agency’s Senior
Official for Privacy,
D including the
evelop new .
. , requirement to
policies to fill any " .
: take corrective
gaps, and bring the action as
3 50f 6 agency into appropriate to
compliance with the bprop
ISE Privacy ensure your
Guidelines. agency has
adequate
safeguards to
prevent the
intentional or
negligent misuse of
or unauthorized
access to
personally
identifiable
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ISE Privacy and
step | \p29e Inf;!nhfnetgif;n Privacy Act FISMAPMR | OMB M-03-22 OM3_2”7?16615'
Guide
information,”
required by OMB
Memorandum 06-
15. This previous
gap analysis and
corrective action
activity may
address many of
the requirements of
the ISE Privacy
Guidelines.
Policies required to
be drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
Agencies must have
a written ISE privacy
protection policy
stating that
protected
information shall be
shared among
agencies,
3 50f 6 organizations, and
other persons only
as allowed by the
agency'’s information
sharing policy and
guidelines collected
in a manual or held
in a central
repository.
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STAGE |

ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OMS_?)”?_OEG 15,
Guide

Consider:
Policies required to
be drafted relating
privacy breach
notification,
including reviews
of general privacy

Agencies must have ﬁ]nc? dsei(iligtpyo?t(i)r?gy,

pr(_)toc_ols and and handling:

3 50f 6 gwplellnes that_ external breach
_deflne cz_;ltegorles of notification; and the
information that may responsibili'ties of
be shared. individuals

authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
The Privacy Act covers Consider:
federal interagency, and Policies réquired o
agency-to-individual be drafted relating
Agencies must have | disclosure practices, privacy breach
protocols and with specific notification
guidelines that requirements and includin réviews
define categories of | exemptions for each. of ene?al fivac
entities with which The Privacy Act does ang securitp polig .
data may be shared, | not make any explicit incident regortingy,
with restrictions for distinctions for and handling:

: s or s each (law requirements for e '

S . . xternal breach
enforcement sharing information with notification: and the
agencies, commercial entities. responsibili’ties of
intelligence Agencies should review individuals
agencies, the exemptions authorized to
commercial entities, | contained within the access personally
individuals who are Privacy Act for identifiable
the subjects of information supporting information. all
records, etc.). criminal law under OMB'

enforcement and Memorandum 07-
counter-intelligence 16
operations. '
Agencies must have Consider:
protocols and Policies required to

5 5 of 6 guidelir)es that bg drafted relating
determine privacy breach
information sharing notification,
sources (e.g., including reviews
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STAGE |

Step

Page
Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-03-22

OMB M-06-15,
M-07-16

systems of
records/databases).

of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.

50f 6

Agencies must have
protocols and
guidelines that
determine
information sharing
methods (e.g.,
software
applications or other
media).

Consider:

Policies required to
be drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.

5 of 6

Agencies must have
protocols and
guidelines that
determine how
sharing requests
may be received.

The Privacy Act
requires agencies to
ensure that information
is disclosed pursuant to
a disclosed routine use
to a written request by
or with the prior consent
of the individual to
whom the record
pertains, or according to
one of 12 exemptions (5
U.S.C. 552a(b)).

Consider:

Policies required to
be drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
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STAGE |

ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OMS_?)”?_OEG 15,
Guide
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
Prior to disseminating Consider:
any (ecord about an Policies required to
individual to any person be drafted relating
other than an agency, privacy breach
u_nless '_[he L notification,
dissemination is made including reviews
Agencies must have pursuant to (b)(2) Of. 5 of general privacy
protocols and U.S.C. 552a, agencies and security policy;
guidelines that must make reasonable incident reporting ,
determine what efforts to ensure that and handling;

3 50f 6 processing must be such records are external brea’ch
conducted prior to accurate, complete, notification; and the
sharing (formatting timely, and relevant for responsibili’ties of
redaction, review ' | agency purposes (5 individuals
etc.) , ’ U'S'C'. _552a(e)(6))._ authorized to

v In addition, exemptions access personally
listed in (j) and (k) of 5 identifiable
U‘S‘C' 552{_:1_may information, all
require additional under OMB
review and redaction of Memorandum 07-
information contained in 16
the record. '
Consider:
Policies required to
be drafted relating
privacy breach
Agencies must have notification,
protocols and including reviews
guidelines that of general privacy
determine and security policy;
information sharing incident reporting

3 50f 6 protocols and handling;
(encryption, external breach
deidentification/ notification; and the
anonymization, responsibilities of
documentation, and individuals
auditing). authorized to

access personally

identifiable

information, all

under OMB
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STAGE |

ISE Privacy and
step | \p29e Inf;!nhfnetgif;n Privacy Act FISMAPMR | OMBM-03-22 | OMB 0615,
Guide
Memorandum 07-
16.
Agencies must establish
matching agreements
Agencies must have for all matching_
Memoranda of programs deta"'“g _
Understanding author!ty Of mf_o_r mation
: ; collection; justification
(MOU), including for the matching
3 5 of 6 i:qmuisr:agnts program; description of
L . records to be matched;
regarding |g|_ent|ty and procedures for
%r;gr?nuggg::tles of _notificati_on, redress,
. information retention,
requester/receiver redisclosure, and
and sender. assessment of
information accuracy (5
U.S.C. 552a(0).
fﬂgeerrzlglrzi(gus: have Agenc_ies must establish
Understanding matching agfeements
(MOU), including for all matchlng.
terms énd programs dgtaﬂmg .
requirements authority of information
i . collection; justification
regardlng r('jeqy{rled for the matching
privacy and civi ) J
3 50f 6 liberties protections Fergg:g?t’odsgcrgg;?hnegf
(encryption, limited- and procedures for '
SZteai%rtzﬁ?oennts, _notificati_on, redress,
; ' information retention,
notice and consent redisclosure. and
of data subjects assessment’of
v%?rﬁ[r?uﬁ)ﬂg?:sliéry information accuracy (5
data shared). U.S.C. 552a(0).
Agencies must have | Agencies must establish For each PIA,
Memoranda of matching agreements agencies must
Understanding for all matching describe how
3 5 of 6 (MOU), including programs detailing the information
terms and authority of information will be secured
requirements collection; justification (e.q.,
regarding required for the matching administrative
security protections program; description of and
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ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OM3_2”7?16615'
Guide
(firewalls, intrusion records to be matched; technological
detection systems, and procedures for controls). See
physical security, notification, redress, OMB 03-22,
training and information retention, Section
awareness of staff, redisclosure, and C.l.a.vi.
authorization and assessment of
authentication, etc.). | information accuracy (5
U.S.C. 552a(0).
Agencies must have
Memoranda of
Understanding
3 5 of 6 (MOU), including
terms and
requirements
regarding dispute
resolution process
Agencies must have
Memoranda of
Understanding
: . (MOU), including
terms and
requirements
regarding rights in
data, if applicable.
Agencies must establish
matching agreements
for all matching
programs detailing
Agencies must have | authority of information
Memoranda of collection; justification
Understanding for the matching
: . (MOU), including program; description of
terms and records to be matched;
requirements and procedures for
regarding limitations | notification, redress,
on redisclosure. information retention,
redisclosure, and
assessment of
information accuracy (5
U.S.C. 552a(0).
Agencies must have | Agencies must establish
Memoranda of matching agreements
Understanding for all matching
(MOU), including programs detailing
3 50f 6 terms and authority of information
requirements collection; justification
regarding effects of | for the matching
laws and regulations | program; description of
(including records to be matched;
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ISE Privacy and
Page Civil Liberties . N OMB M-06-15,
Step Number Implementation Privacy Act FISMA PMR OMB M-03-22 M-07-16
Guide
exemptions and procedures for
therefrom). notification, redress,
information retention,
redisclosure, and
assessment of
information accuracy (5
U.S.C. 552a(0).
Agencies must establish
matching agreements
A . for all matching
gencies must have .
programs detailing
Memoranda of : ; .
. authority of information
Understanding R
. 7 collection; justification
(MOU), including .
for the matching
terms and ) 0 .
; program; description of
3 50f6 requirements .
i records to be matched;
regarding
; . and procedures for
disclaimers of e
. notification, redress,
warranties/ . ) ;
information retention,
assurances of .
redisclosure, and
accuracy.
assessment of
information accuracy (5
U.S.C. 552a(0).
Agencies must have
Memoranda of
Understanding
(MOU), including
terms and
requirements
3 sofe | regarding y
monitoring/auditing
responsibilities of
sender and receiver
(methods,
frequency, roles and
responsibilities,
remediation).
New or existing Consider:
policies should Results of the
include an review of privacy
overarching policy policies and
for the periodic and processes
3 5 careful review of conducted by the
of 6 , .
agency and agency's Senior
personnel Official for Privacy
compliance with and corrective
privacy and civil actions, required
liberties procedures by OMB
(such as through an Memorandum 06-
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ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OM3_2”7?16615'
Guide
inspection/review 15.
process).
New or existing
policies should
include an
overarching
3 606 mechanism for_
promptly reporting
noncompliance with
all ISE privacy and
civil liberties
procedures.
New or existing
policies should
overarching The Privacy Act
mechanism for st[pqlates civil gnd
responding to crlmlnal per)aIUes for
3 6 of 6 incidents of agencies failing to
) comply with the
.nonco.mphancel, provisions of the
including sanctions Privacy Act (5 U.S.C
for individuals that 552a(g) and (h))' o
are negligently or '
willfully
noncompliant.
Agencies must consider Consider:
the requirements Results of the
around "matching review of privacy
programs," as defined policies and
in the Privacy Act. All processes
matching programs conducted by the
New or existing must have a matching age.nlcy’s Ser!ior
policies should agreement in plaqe that Official for anvacy
include policies on Qetalls the authonty of anq corrective
computer matching !nfo_n_”nat!on collection; actions, required
3 6 0f 6 and other data Justlflcgnon for the by OMB
merges, including matchlng program; Mer_norandum 06-
implications of the description of records to 15, mcludmg a
Privacy Act be matched; and requirement to
' procedures for ensure "agency
notification, redress, employees are
information retention, reminded within the
redisclosure, and next 30 days of
assessment of their specific
information accuracy (5 responsibilities for
U.S.C. 552a(0). safeguarding
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ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OM3_2”7?16615'
Guide
Matches performed for personally
foreign identifiable
counterintelligence information, the
purposes or to produce rules for acquiring
background checks for and using such
security clearances of information as well
federal personnel or as the penalties for
federal contractor violating these
personnel or matches rules [emphasis
for the purpose of added]."
enforcing criminal laws
are exempt from
specific requirements
related to "matching
programs" (5 U.S.C.
552a(a)(8)(B)(vi)).
Agency Data Integrity
Boards are responsible
for reviewing and
approving all new and
existing matching
agreements annually
and reporting to the
Office of Management
and Budget.
Consider:
Policies required to
be drafted relating
privacy breach
notification,
including reviews
- of general privacy
gl(?l\i,Zig; esﬁ(s)ﬂ? dg The _Privacy Ac_t anq security pplicy;
include posting of requires agencies to incident reporting
Systems of Record develop and post and handling;

3 6 0f 6 Notices (SORNS) Sys_tems of Records ext_e_rnal_ breach
and other Privacy Notu_:es in the Federal notlflcatl_on_; _and the
Act requirements, if Register (5 U.S.C. _res_p(_)n5|bll|t|es of
applicable ' 552a(e)(4). individuals

' authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
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STAGE |

ISE Privacy and
Page Civil Liberties . OMB M-06-15,
St ) -03-
ep Number Implementation Privacy Act FISMA PMR OMB M-03-22 M-07-16
Guide
Consider:
Policies required to

The Privacy Act bﬁ\ggﬂzd relatmg

. . p y breac

contains requirements N

: e notification,

for agencies to maintain . ; .

; including reviews

procedures for ensuring .

data accurac of general privacy

- Y and security policy;
New or existing completeness, o )
. incident reporting
policies should relevance, and N
! A . and handling;
include data timeliness. In addition,
3 60f 6 ; external breach
accuracy, agencies must ensure R
notification; and the
completeness, and accuracy, o
o responsibilities of
timeliness controls. | completeness, L
individuals

relevance, and .

S . . authorized to

timeliness of information

rior to access personally
P! o . . identifiable
disseminating/disclosing . )
information information, all
' under OMB
Memorandum 07-
16.

Agencies must consider

the requirements

around "matching

programs," as defined Consider:

in the Erlvacy Act. Al Policies réquired to

. matching programs be drafted relating
Agencies must have a matching .
. ; privacy breach
developing new agreement in place that Nl
L ) : notification,
policies/procedures | details the authority of . : .

. . 7 including reviews
should address information collection; of general privac
relevant Federal justification for the 9 privacy .

. . . and security policy;
laws, regulations, matching program; C .
- — incident reporting
guidelines, description of records to N
> and handling;
interagency be matched; and
3 6 of 6 external breach
agreements or rules, | procedures for N
o notification; and the
or other agency- notification, redress, o
e O . . X responsibilities of
specific directives information retention, LT
L . individuals
driving each redisclosure, and .
. authorized to
requirement, assessment of
; ; . access personally
especially those information accuracy (5 . o
" identifiable
restricting data U.S.C. 552a(0). ) :
sharin Matches performed for information, all
9 foreian P under OMB
an. . Memorandum 07-

counterintelligence 16

purposes or to produce '

background checks for

security clearances of

federal personnel or
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ISE Privacy and
step | \p29e Inf;!nhfnetng;n Privacy Act FISMAPMR | OMB M-03-22 OM3_2”7?16615'
Guide
federal contractor
personnel or matches
for the purposes of
enforcing criminal laws
are exempt from
specific requirements
related to "matching
programs" (5 U.S.C.
552a(a)(8)(B)(vi)).
Agency Data Integrity
Boards are responsible
for reviewing and
approving all new and
existing matching
agreements annually
and reporting to the
Office of Management
and Budget.
Consider:
Policies required to
be drafted relating
privacy breach
notification,
including reviews
of general privacy
Agencies and security policy;
developing new incident reporting
policies/procedures and handling;
8 6 of 6 should address the external breach
specific mandatory notification; and the
required action or responsibilities of
end state. individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.

Agencies Consider:

developing new Policies required to

policies/procedures be drafted relating

: . should address any privacy breach
exemptions to each notification,
requirement that the including reviews
agency may invoke of general privacy
or has invoked, if and security policy;
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ISE Privacy and
Page Civil Liberties . N OMB M-06-15,
Step Number Implementation Privacy Act FISMA PMR OMB M-03-22 M-07-16
Guide
applicable. incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
Consider:
Policies required to
be drafted relating
privacy breach
notification,
Agencies including reviews
dgvelo ing new of general privacy
/€loping and security policy;
policies/procedures incident reporting
should address the e
. - and handling;
specific officials and
3 6 0f 6 ersonnel affected external breach
E the policies and notification; and the
yhep . responsibilities of
those responsible LT
. . individuals
for implementation )
and oversight authorized to
gnt. access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
Consider:
Agencies Policies required to
9 . be drafted relating
developing new privacy breach
policies/procedures notification
should address the . . T
) ; including reviews
particular detailed of general privacy
3 60f 6 ?orl(l)(():vev:lérgs teoagﬁ and security policy;
y incident reporting
category of affected N
) : and handling;
staff, including
enforcement and external breach
assurance notification; and the
o responsibilities of
responsibilities. L
individuals
authorized to
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access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
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STAGE Il

Step

Page
Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-03-22

OMB M-06-15,
M-07-16

20f5

Identify the
terrorism information
systems, sharing
arrangements, and
"protected
information” that are
currently being
shared or could be
shared in the ISE.

20f5

Agencies will need
to identify existing
systems and
databases that
contain terrorism
information
(personally
identifiable
information currently
shared by law or
agency policy,
including
interagency
memoranda of
agreement or other
sharing
arrangements).
(Note: If agencies
already have a
process that covers
this step, they do
not need to do
additional
assessments of
those systems
solely for the
purpose of the ISE
Privacy Guidelines.)

2 of 5

Agencies will need
to identify existing
systems and
databases that
contain terrorism
information that will
potentially be
shared through the
ISE. (Note: If
agencies already
have a process that
covers this step,
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STAGE Il

Page

Sy Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-06-15,

OMB M-03-22 ML07-16

they do not need to
do additional
assessments of
those systems
solely for the
purpose of the ISE
Privacy Guidelines.)

1 2 of 5

Agencies should
analyze the Green
Pages to ensure
that systems of
records/databases
are appropriately
identified as
Category |.

1 2 of 5

Agencies should
identify any
information sharing
agreements and
other arrangements
that exist or are
planned for
Category | systems
and databases
contained within the
Green Pages.

1 20f5

Agencies should
identify their
systems of
records/databases
that are clearly
Category I, although
not identified in the
Green Pages.

1 20f5

Agencies should
identify any
information sharing
agreements and
other arrangements
that exist or are
planned for
Category | systems
and databases not
contained in the
Green Pages.

1 2 of 5

Agencies should
identify their
Category Il systems
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Step

Page
Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-03-22

OMB M-06-15,
M-07-16

of
records/databases
that contain a mix of
terrorism and
nonterrorism
information.

20of5

Agencies should
identify any
information sharing
agreements and
other arrangements
that exist or are
planned for
Category Il systems
and databases.

2 of 5

Agencies should
identify their
Category lll systems
of
records/databases
that contain
information that is
clearly not terrorism
information but that
may become subject
to ISE sharing as
part of a terrorism
investigation.

20of5

Agencies should
identify any
information sharing
agreements and
other arrangements
that exist or are
planned for
Category lll systems
and databases.

20of5

For Category Il and
Il systems of
records/databases,
identify the risk
environment around
those containing PlI
terrorism information
to determine
whether special
protections are
warranted.
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STAGE Il

ISE Privacy and
Page Civil Liberties . OMB M-06-15
Ste X -03- ’
P | Number Implementation Privacy Act FISMA PMR OMB M-03-22 M-07-16
Guide
To identify the risk
. y PIAs must
environment for .
address risk
systems of
assessments
records/databases,
> conducted
determine whether .
during the
the system of
system
record/database
; . development
contains sensitive . .
) ) : life cycle, with
information that is )
1 30f5 . ) special
subject to privacy : .
o . attention given
and civil liberties i
. to risk
protections (e.g.,
ersonall assessments
personally conducted for
identifiable .
. ; major systems.
information that >
. See Section
reveals medical, )
. ) . C.2.a.i.l and
financial, or religious o
. ; C.2.a.ii.3.
information).
PIAs must
address risk
To identify the risk assessments
. conducted
environment for .
during the
systems of
system
records/databases,
! development
determine what - .
i ) life cycle, with
specific protections )
1 30f5 special
each category of X .
) - attention given
information must g
. to risk
receive under legal,
requlatory. or assessments
Y Y: conducted for
contractual .
oblioations major systems.
9 ’ See Section
C.2.a.i.1 and
C.2.a.i.3.
PIAs must
address risk
To identify the risk assessments
. conducted
environment for -
during the
systems of
system
records/databases, development
1 30f5 | determine what . p .
) . ; life cycle, with
information privacy )
- special
policies and . .
) attention given
practices are i
applied to risk
assessments
conducted for
major systems.
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ISE Privacy and
step | ([Fage mf:o"l'e';'ebnetg;?;n Privacy Act FISMAPMR | OMB M-03-22 | OMBMONLS
Guide
See Section
C.2.a.i.land
C.2.a.ii.3.
PIAs must
address risk
assessments
To identify the risk ga:‘lﬂ‘é‘?ﬁ:
environment, system
determine whether
. . development
privacy protection li | ith
exemptions e cycie, wi
1 30f5 . special
assigned to the data attention given
or system apply if i
; e to risk
the information is
shared within the assessments
ISE. cor!ducted for
major systems.
See Section
C.2.ai.land
C.2.a.ii.3.
PIAs must
address risk
assessments
conducted
during the
To identify the risk Zystem
environment, _evelopment
determine the life cycle, with
1| 397 | jikelihood that the R
data will be shared 10 risk 9
within the ISE.
assessments
conducted for
major systems.
See Section
C.2.a..land
C.2.a.ii.3.
To identify the risk PI1As must
environment, address risk
determine how each assessments
category of conducted
information under during the
1 30f5 | consideration could system
be exploited if it development
were inappropriately life cycle, with
disclosed, special
accessed, or attention given
intercepted. to risk
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ISE Privacy and
Page Civil Liberties . el OMB M-06-15,
Step | \umber Implementation Privacy Act FISMA PMR OMB M-03-22 M-07-16
Guide

assessments

conducted for

major systems.

See Section

C.2.a.i.l1 and

C.2.a.ii.3.

PIAs must

address risk

assessments
To identify the risk conducted
. during the
environment,
- system
determine what

development

harms would result . .
U . life cycle, with
to the individual if )
1 30f5 | . X special
information were X .
. . attention given
inappropriately g
. to risk
disclosed,

assessments
accessed, or
: conducted for
intercepted. .

major systems.

See Section

C.2.a.i.1 and

C.2.a.ii.3.

. . . PIAs must
To |_dent|fy the risk address risk
environment,

. assessments
determine the
X conducted
maghnitude of the during the
harms that would 9

system
result—to the
A development
individual, the - .

L life cycle, with
organization, or to )
1 30f5 ; special
larger interests such i .
attention given
as those of the 10 risk
United States—if
. 8 assessments
information were
. - conducted for
inappropriately .
. major systems.
disclosed, .

See Section
accessed, or )
intercepted C.2.a.i.l1 and

pted. C.2.a.ii.3.
To identify the risk PI1As must
environment, address risk
determine what assessments
1 3ofs | LYPES of persons conducted
would be interested during the
in inappropriately system
accessing, development
transmitting, or life cycle, with
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STAGE Il

ISE Privacy and
Page Civil Liberties . el OMB M-06-15,
Step | \umber Implementation Privacy Act FISMA PMR OMB M-03-22 M-07-16
Guide
receiving each type special
of information, both attention given
inside and outside of to risk
the agency assessments
maintaining it. conducted for
major systems.
See Section
C.2.a.i.1 and
C.2.a.ii.3.
PIAs must
address risk
assessments
conducted
during the
Assess and identify system
- . development
the risk to privacy life cvcle. with
and civil liberties for ycie,
2 40f 5 . special
the terrorism attention given
systems, identified i 9
; to risk
in Step 1.
assessments
conducted for
major systems.
See Section
C.2.a.i.l1 and
C.2.a.ii.3.
PIAs must
address risk
Assess whether the assessments
L conducted
agency’s risk )
. during the
assessment criteria
) system
was applied to
; development
determine whether life cvele. with
2 QE ISE information S ec?/al !
shared in the ISE a?tention iven
should continue to i 9
— to risk
be shared and, if so, assessments
whether special
. conducted for
protections are .
warranted major sys_tems.
' See Section
C.2.a.i.l and
C.2.a.ii.3.
Assess whether the PIAs must
agency’s risk address risk
2 40f 5 | assessment criteria assessments
(for application to conducted
determine whether during the
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ISE Privacy and
step | (P29 Ir(r’;g’l'e';'ebnetg;?;n Privacy Act FISMAPMR | OMB M-03-22 | OMBMONLS
Guide

ISE information system

under consideration development

for sharing in the life cycle, with

ISE) was applied to special

determine whether attention given

the information to risk

should be shared in assessments

the ISE and, if so, conducted for

whether special major systems.

protections are See Section

warranted. C.2.ai.land

C.2.a.ii.3.

Consider:
Policies required to
be drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;

Agencies must incident reporting

assess their and handling;

2 40f5 | implementation of external breach
laws and policies to natification; and the
identified systems. responsibilities of

individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
To assess Consider:
application of laws Results of the
and policies to review of privacy
systems, agencies The Privacy Act policies and
must assess requires that all processes
whether their categories of conducted by the
information privacy information collected agency'’s Senior

5 PR and c_ivil liberties are specified within a Official for I_Drivacy,
marking system that | System of Records and corrective
ensures information | Notice (SORN), and in a actions, required
is handled in statement at the point of by OMB
accordance with collection (5 U.S.C. Memorandum 06-
applicable legal 552a(e)(3). 15. Policies
requirements is required to be
applied to ISE drafted relating
information. (Refer privacy breach
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STAGE Il

Step

Page
Number

ISE Privacy and

Civil Liberties

Implementation
Guide

Privacy Act

FISMA PMR

OMB M-03-22

OMB M-06-15,
M-07-16

to Notice
Mechanisms.)

notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.

4 0f5

To assess
application of laws
and policies to
systems, agencies
must assess
whether their data
quality procedures
designed to ensure
accuracy, timely
correction, and
appropriate
retention of data are
applied to ISE
information. (Refer
to Data Quality.)

The Privacy Act
requires agencies to

ensure that records are

accurate, complete,

timely, and relevant for

agency purposes prior
to disclosure (5 U.S.C.
552a(e)(6)).

Consider:

Results of the
review of privacy
policies and
processes
conducted by the
agency’s Senior
Official for Privacy,
and corrective
actions, required
by OMB
Memorandum 06-
15. Policies
required to be
drafted relating
privacy breach
notification,
including reviews
of general privacy
and security policy;
incident reporting
and handling;
external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
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STAGE Il

ISE Privacy and
step | ([Fage mf:o"l'e';'ebnetg;?;n Privacy Act FISMAPMR | OMB M-03-22 | OMBMONLS
Guide
16.
Consider:
Results of the
review of privacy
policies and
processes
conducted by the
agency’s Senior
Official for Privacy,
and corrective
actions, required
To assess For each PIA, by OMB
application of laws . i agencies must | Memorandum 06-
and policies to Age_nmes must indicate describe how 15. Policies
systems, agencies within their system of the information reduired to be
must ass’ess ;%Cp%dpsrig?:(;?;’rggz will be secured | drafted relating
, , whether their data retrievability, and (e.g.., . . privacy preach
of 5 | security procedures administrative notification,
designed to access control and including reviews
safeguard protected safe_guards N place for technological of general privacy
information are the |nf(_)rmat|0n controls). See and security policy;
applied to ISE collection (5 U.S.C. OMB 03-.22, incident reporting '
information. (Refer 552a(e)(4)(E)). Section and handling;
to Data Security.) C.l.a.vi. external breach
notification; and the
responsibilities of
individuals
authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
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ISE Privacy and
step | ([Fage Ir(r’;g’l'e';'ebnetg;?;n Privacy Act FISMAPMR | OMB M-03-22 | OMBMONLS
Guide
The report
asks
respondents
to indicate by
component
(e.g., bureau,
agency)
whether the
agency has a Consider:
training Results of the
program to review of privacy
ensure that all policies and
Each agency that agency processes
maintains a system of personnel are conducted by the
records shall establish generally agency'’s Senior
To assess rules of c_onduct f(_)r familiar \_/vith Official for I_Drivacy,
application of laws persons involved in the |nf0rmat|0n anq corrective
and policies to de5|gn., development, privacy laws, actions, required
systems, agencies opgratlon, or regulanpns, by OMB
must ass’ess maintenance of any . and policies Memorgndum 06-
whether their system qf records orin | and 15. F_’oI|C|es
auditing procedures maintaining any record understand required to pe
designed to hold and instruct each such the o drgfted relating
personnel person with respect to ramifications privacy preach
2 40f5 accountable. ensure such_ rules and the_ pf _ _not|f|cat|on, _
training of st'aff and requirements (_)f this inappropriate including reviews
conduct review,s and section, including any access and of general_pnva(_:y
audits designed to other rules and d|scI(_)sure gnq security p(_)l|cy;
obtain and verify procedures ad.opted. and,. in incident reporting
compliance are pursuant to th|§ section | particular, and handling;
applied to ISE and the pgnaltles for wh.et.her ext.e.rnall breach
information? (Refer noncompliance . training for the not|f|cat|.0rl15 gnd the
to Accounta{bility) (552a(e)(9)). This following responsibilities of
’ requirement extends to | programs was individuals
contractors as well as reviewed in authorized to
other agency the previous access personally
employees (552a(m)). fiscal year: identifiable
Section M information, all
Contracts, under OMB
Records, Memorandum 07-
Practices, 16.
Routine Uses,
Exemptions,
Matching
Programs,
Training
Violations,
Systems of
Records.
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ISE Privacy and
step | ([Fage Ir(r’;g’l'e';'ebnetg;?;n Privacy Act FISMAPMR | OMB M-03-22 | OMBMONLS
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Agencies maintaining a | The report

system of records must | asks

"establish procedures respondents

for reviewing a request | to indicate by

from an individual component

concerning the (e.g., bureau,

amendment of any agency)

record or information whether the

pertaining to the agency has a

individual for making a training

determination on the program to

request, for an appeal ensure that all

within the agency of an | agency

initial adverse agency personnel are

determination, and for generally
To assess whatever additional familiar with
application of laws means may be information
and policies to necessary for each privacy laws,
systems, agencies individual to be able to regulations, Consider:
must assess exercise fully his rights and policies Results of the
whether their under this section" (5 and review of privacy
transparency and U.S.C. 552a(f)(4)). understand policies and
redress procedures | In the event that an the processes
designed to inform individual whose record | ramifications conducted by the

2 40of5 | the public of agency | is maintained by an of agency’'s Senior

information and agency requests an inappropriate Official for Privacy
privacy policies and | amendment to the access and and corrective
address complaints | information that the disclosure actions, required
from persons individual believes to be | and, in by OMB
regarding inaccurate, irrelevant, particular, Memorandum 06-
information under untimely, or incomplete, | whether 15.
agency control are the agency must training for the
in place for the ISE. | promptly make the following
(Refer to Redress.) | correction or inform the | programs was

individual of its refusal reviewed in

to amend the record. the previous

Agencies that fail "to fiscal year:

maintain any record Section M

concerning any Contracts,

individual with such Records,

accuracy, relevance, Practices,

timeliness, and Routine Uses,

completeness as is Exemptions,

necessary to assure Matching

fairness in any Programs,

determination relating to | Training

the qualifications, Violations,

character, rights, or Systems of

opportunities of, or Records.
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ISE Privacy and
Page Civil Liberties . OMB M-06-15,
Step | \umber Implementation Privacy Act FISMA PMR OMB M-03-22 M-07-16
Guide

benefits to the individual
that may be made on
the basis of such
record, and
consequently a
determination is made
which is adverse to the
individual" are subject
to civil penalties (5
U.S.C. 552a(g)(1)(C)).
Agencies must indicate

Protectby within their SORN the

establishing actions :
appropriate storage,

that the agency . "
retrievability, and

needs to take for

3 50f5 |, access control

protected :
. - safeguards in place for
information” shared . .
from those identified the |nf9rmat|on
svstems collection (5 U.S.C.
Y : 552a(e)(4)(E)).
Agencies are Consider:
required to Results of the
conduct privacy | review of privacy
impact policies and
Agencies must assessments processes
Document a0ency’s in%licate for electronic conducted by the
. gency information agency’'s Senior
protections required whether they systems and Official for Privacy
for specific systems/ have a written collections and. | and corrective
information shared process for (a) | . ' . )

3 50f5 | . - in general, actions, required
in the ISE based on determining make them by OMB
assessment of whether a PIA publicly Myemorandum 06-
systems and policy is needed, and | 5 Jiaple. This | 15. Policies
requirements. (b) conducting requirement required to be

a PIA. applies to all drafted relating
executive privacy breach
branch notification,
departments including reviews
and agencies of general privacy
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step | ([Fage mfg’l'e';'ebnetg;?;n Privacy Act FISMAPMR | OMB M-03-22 | OMBMONLS
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(“agencies”) and security policy;
and their incident reporting
contractors that | and handling;
use information | external breach
technology or notification; and the
that operate responsibilities of
Web sites for individuals
purposes of authorized to
interacting with | access personally
the public. identifiable
information, all
under OMB
Memorandum 07-
16.
If existing policies or
procedures address
the required
provision, an agency
3 . must document that
of 5 L. .
an existing policy or
procedure complies
with the ISE Privacy
Guidelines
provision.
Consider:
Policies required to
be drafted relating
privacy breach
notification,
including reviews
Agencies must indicate of general privacy
within their SORN the and security policy;
Agencies should put | appropriate storage, incident reporting
in place a policy that | retrievability, and and handling;

3 50f5 | implements required | access control external breach
protections for the safeguards in place for natification; and the
system. the information responsibilities of

collection (5 U.S.C. individuals

552a(e)(4)(E)). authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.

Version 1.1 Page 54 of 57 8/28/2007




STAGE Il

ISE Privacy and
step | ([Fage mfg’l'e';'ebnetg;?;n Privacy Act FISMAPMR | OMB M-03-22 | OMBMONLS
Guide
Consider:
Policies required to
be drafted relating
privacy breach
Agencies should put _not|f|c_at|on, .
in place including reviews
reporting/notification | The Privacy Act g;gzr;irl?rlitp”v;icg )
procedures stipulates civil and incident regoftingy’
regarding violations | criminal penalties for and handlina:
3 5 of agency-protection | agencies failing to 9
of 5 2 , external breach
policies, as comply with the notification: and the
appropriate, that provisions of the responsibilities of
address reporting, Privacy Act (5 U.S.C. individuals
investigating, and 552a(g) and (h)). authorized to
responding to such
violations. access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
Consider:
Policies required to
be drafted relating
privacy breach
notification,
including reviews
. of general privacy
Agencies should put The Privacy Act and security policy;
. . stipulates civil and N ;
in place audit and o ) incident reporting
criminal penalties for e
enforcer_nent agencies failing to and handling;

3 50f5 | mechanisms for the complv with the external breach
system as required Py f th natification; and the
by policy for that g:?\)’;i'ogif 5 Ue sc responsibilities of
system. 552a(g;/) and((h)). o individuals

' authorized to
access personally
identifiable
information, all
under OMB
Memorandum 07-
16.
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The report
asks
respondents
to indicate by
component
(e.g., bureau,
agency)
whether the
agency has a
training
program to
ensure that all
Each agency that agency
maintains a system of personnel are
records shall establish generally Consider:
Agencies should rules of conduct for familiar with Policies required to
provide training for persons involved in the | information be drafted relating
personnel design, development, privacy laws, privacy breach
authorized to share | operation, or regulations, notification,
protected maintenance of any and policies including reviews
information for the system of records orin | and of general privacy
system regarding maintaining any record understand and security policy;
the agency’s and instruct each such the incident reporting
requirements and person with respect to ramifications and handling;

3 50f5 | policies for such rules and the of external breach
collection, use, and | requirements of this inappropriate notification; and the
disclosure of section, including any access and responsibilities of
protected other rules and disclosure individuals
information and as procedures adopted and, in authorized to
appropriate for pursuant to this section | particular, access personally
reporting violations and the penalties for whether identifiable
of agency privacy noncompliance training for the information, all
and civil liberties (552a(e)(9)). This following under OMB
protection policies. requirement extends to | programs was Memorandum 07-

contractors as well as reviewed in 16.
other agency the previous
employees (552a(m)). fiscal year:
Section M
Contracts,
Records,
Practices,
Routine Uses,
Exemptions,
Matching
Programs,
Training
Violations,
Systems of
Records.
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Agencies should
ensure cooperation
with audits and
reviews by officials
with responsibility
for providing
oversight with
respect to the ISE.

Agencies should
ensure that the
agency’s designated
ISE privacy official
receives reports (or
copies) regarding
alleged errors in
protected
information that
originates from the
agency.
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